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e Shannon entropy/Mutual information
— measure information in the average sense
— work well in communication theory
— insufficient in some other areas such as cryptography

e Rényi entropy: more general, widely adopted in cryptography, etc.

e Polarization/polar codes: powerful tool, well-studied under Shannon'’s
information measures

e Polarization of Rényi entropy not well understood yet
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@ Preliminaries
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° (X,Y)~ Pxy

o [N]: index set {1,2,..., N}.

o Vectors: X or X¥2 2 {X2 X2+1 XPY where a < b.

o XA (A C [N]): the subvector {X':ic A} of X'V,

o Gy = ByF®": the generator matrix of polar codes, where N = 27,

By is the bit-reversal matrix, and F = E 2]
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o Preliminaries
@ Shannon's Information Measures
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Shannon Entropy

@ (Shannon) Entropy:
H(X) = Eplog P(lx) ==Y P(x)log P(x)
xeX

@ Joint entropy:

—> > P(x.y)log P(y,x)

x€EX yeY

e Conditional entropy:

H(Y1X) = ZP(X (MX=x) = ZZnylogPyH

xeX x€X yeY

@ Chain rule:

HX, Y) = H(X) + H(YIX)
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Relative Entropy and Mutual Information

@ The relative entropy or Kullback—Leibler distance between two
probability mass functions P(x) and Q(x):

P(x) P(x)
D(P||Q) = Xez;(P e = Eplog 5 900
@ Mutual information: the average information that Y gives about X
106Y) = 30 3 POx ) o s = D(PL 0| PIP(Y)
x€X yeY
H(x,y)
4 A

H( @ H(y)
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© Preliminaries

@ From Shannon to Rényi

M. Zheng (ICL) On the Polarization of Rényi Entropy 8 May, 2019 9 /57



From Shannon to Rényi

Definition (Rényi Entropy [Rényi'61])

The Rényi entropy of a random variable X € X of order « is defined as

1

—

Ha(X) = = log 3 Px()" (1)

xeX

As o — 1, the Rényi entropy reduces to the Shannon entropy.

Three other special cases of the Rényi entropy:
e Max-entropy: Ho(X) = log |X|
o Min-entropy: Hoo(X) = minj(— log p;) = — log max; p;
e Collision entropy: Hy(X) = —log > 7, p? = —log P(X =Y)
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Rényi Entropy

Rényi entropies of a Bern(p) random variable
T T T

Rényi Entropy

Figure: Rényi entropies of a Bern(p) random variable.
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Rényi Divergence

Definition (Rényi divergence [Rényi'61])

The Rényi divergence of order o of P from another distribution @ on X is
defined as

Do(Pl|Q) =

" log > P QM )

a —
XEX

Also, as a — 1, the Rényi divergence reduces to the Kullback—Leibler
divergence.
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Conditional Rényi Entropy

Unlike the conditional Shannon entropy, there is no generally accepted
definition of the conditional Rényi entropy yet.

Definition (Conditional Rényi Entropy [Jizba-Arimitsu'04])

The conditional Rényi entropy of order . of X given Y'is defined as

1 |Og Z{XJ}EXXJJ PX,Y(X, _)/)a .

Ho(XY) = (3)
“ -« Zyey PY(y)a
This type of Rényi conditional entropy satisfies the chain rule:
Ha(X|Y) + Hoc(Y) = Ha(Xa Y) (4)
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Conditional Rényi Entropy (Cont.)

Definition (Conditional Rényi Entropy [Cachin'97])

The conditional Rényi Entropy of order o of X given Y'is defined as

HL(XIY) =Y~ Py(y)Ha(X1y). (5)

YeEY
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Conditional Rényi Entropy (Cont.)

Definition (Conditional Rényi Entropy [Arimoto'77])

The conditional Rényi Entropy of order o of X given Y'is defined as

(07

log > Pr(y) [ D Prv(xi)°]* (6)

yey x€X

HAXY) = 2

Definition (Conditional Rényi Entropy [Hayashi'11])

The conditional Rényi Entropy of order o of X given Y'is defined as

1
l—«o

HE(XIY) = log Y Py(y) Y Pxv(xIy)° (7)

yey xeX
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e Introduction
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Model of Digital Communication

Source Coding
——Channel Coding ——

A Y A A

I i Out
n—> Compress [ Encode Cl:::wsgel = Decode | Decompress —ﬁ

e Source Coding
— Compresses the data to remove redundancy
e Channel Coding
— Adds redundancy/structure to protect against channel errors
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© Introduction
@ Channel Coding
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The Channel Coding Problem

m Encoder

m— X

Channel Y

emeM={12,., M}

PY]X)

o Input X € X, output Ye Y

e Memoryless: P(y"|x!", ytin=1) = P(y"|x")

e DMC = Discrete Memoryless Channel

Decoder
Y —>m

m

M. Zheng (ICL)
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Channel Capacity

e Capacity of a DMC channel: C= maxp_I(X;Y)

— Mutual information (not entropy itself) is what could be transmitted
through the channel

— Maximum is over all possible input distributions Py

— 3 only one maximum since I(X; Y) is concave in P(x) for fixed P(y|x)
— We want to find the P, that maximizes I(X; Y)

— Limits on C:

0 < C < min(H(X), H(Y)) < min(log |X|, log |Y|)

e Capacity for n uses of channel:

1 . VA
) = = max (X7 YET)
n lezn
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Channel Coding

e Assume Discrete Memoryless Channel (DMC) with known Py, x.

e An (M, n)-code is
— A fixed set of M codewords x(w) € X" for w=1: M
— A deterministic decoder g(y) € 1: M

e The rate of an (M, n)-code: R = (log, M)/n bits/transmission
e Error probability: Ay = P(g(y(w)) # w) = >_ cyn P(Y[X(W))dg(y) 2w
— Maximum error probability:
A — max A,

1<w<™m
— Average error probability:

M. Zheng (ICL)
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Shannon’s ideas

e Channel coding theorem: the basic theorem of information theory
— Proved in his original 1948 paper

e How do you correct all errors?

e Shannon’s ideas

— Allow an arbitrarily small but nonzero error probability

— Use the channel many times in succession, so that the law of large
numbers comes into effect

— Consider a randomly chosen code and show the expected average
error probability is small

— Use the idea of typical sequences

— Show this means 3 at least one code with small max error prob

e Sadly it does not tell you how to construct the code

M. Zheng (ICL) On the Polarization of Rényi Entropy 8 May, 2019 22 /57



© Introduction

@ Polar Codes
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About Polar Codes

e First low-complexity scheme which provably achieves the capacity of
binary-input memoryless symmetric channels.

e Encoding complexity O(Nlog N)
e Successive decoding complexity O(Nlog N)
e Probability of error ~ 2-VN

e Not only good for channel coding, works equally well for source coding
and more complicated scenarios.

e Main idea: channel/source polarization
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What is Polarization

e Among all channels, there are two classes which are easy to
communicate optimally
— The perfect channels: the output Y determines the input X
— The useless channels: Y is independent of X

e Polarization is a technique to convert noisy channels to a mixture of
extreme channels

e The process is information-conserving

¢ Normal channel e Extreme channel
Useless
channel
Ja g
sometimes cute, ?' * 4 Perfect
sometimes lazy, LT channel

hard to manage
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Channel Combining and Splitting

Basic operation (N = 2)
e Channel combining:

X1 —s{ W —sv1 .I ur—
x2— w—y2 U2 ——

e Channel splitting:

i
E

-

;
N
<
N

u1—@—{ w |—v1 U1<—@—] w }—1
— L Jwlov u2 [ w -2
W= Ul—(Y1, Y2) W+: U2(Y1, Y2, U1)
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Polar Transformation

Recursive polar transformations [Arikan'09]:

wl o [y y U1 o351 U1 |11
uy 22 [ Ya U2 S2 V2 11Y2
W : W2
2 > 2
UN/2-1 SN/2-1 UN/2-1 | |Ynj2—1
UN/2 SN/2, UN/2 | |YN/2
M e i
U U1 Z1 1
- w )
| Un/241] SN/2+1 UN/2+1 | [Yn/2+1
Uy vy 2 Y2 b
w '———>
NS UN /242 UN/2+42 | |Yn/2+2
N Wy SN/2+2
VAN Wi 2
/ A\
u3 v3 z3 | | Y3, un SN—1 , 1
w UN—1 ot UN—1 L |YN-1
Uy |l v T4 W Ya
L UN SN uN |y~
Ry Wa
Wi
Wy N
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Polarization
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Polarization
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Polarization Theory

Theorem (Channel polarization [Arikan'09])

For any B-DMC W, the channels {VV(,\',)} polarize in the sense that, for any
fixed 6 € (0,1), as N — oo through the power of 2, the fraction of indices
i€ [N] for which I( VV(,\',)) € (1 —6,1] goes to I(W), and the fraction with
I(WAD) € [0,6) goes to 1 — I(W).

M. Zheng (ICL)
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Polar Codes

o XUN: N consecutive channel inputs to a B-DMC W(Y|X).
o Let UMN = XUNG), where N = 2", Gy = ByF®".
e For dy = 2= with 8 € (0,1/2), define

T ={ie [N : HU|Y:N U1 < 5. (8)

e Assign {u'}cz with information bits, and {u'};c7c with frozen bits.
Then compute x5V = y1NGy,.

e Upon receiving y*", the receiver uses a successive cancellation (SC)
decoder to decode:

) i : IC
zﬂ:{“’ )

arg max,e{o,1} Pui‘yi;Nul:ifl(U|y1:N, ul:i_l), iel
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© Polarization of Conditional Rényi Entropy
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Existing Results

e In [Alsan-Telatar'14] it is shown that the following chain rule inequality
holds for the polar transformation for o < 1,

H;, (U1l Y1Y2) > H (U1 Y1 Y2) + H, (Us| Y1 Y2 Ur),

whenever Uy, Us are i.i.d. uniform on 5.

e The inequality holds with equality if and only if the channel W is perfect,
or the channel W is completely noisy, or a = 1.

e Note that H (X]Y) in [Alsan-Telatar'14] is defined as

|0gz [ZPX x) Py x(y1x)* ]

yeY xeX

Q\»—'

Ha(XIY) = Ha(X)
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© Polarization of Conditional Rényi Entropy
@ Polarization Result
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Polarization of Conditional Rényi Entropy (Cont.)

Theorem (Polarization of Conditional Rényi Entropy)

For any B-DMC Py, (or any discrete memoryless source (X, Y) ~ Pxy
over X x Y with X = {0,1} and Y an arbitrary countable set) and any
a >0, as N — oo through the power of 2, the fraction of indices

i€ [N = {1,2...,N} with Hy(i) € (1 — 9,1] goes to H,(X|Y), and the
fraction with Hy(i) € [0,9) goes to 1 — Hy(X]Y).
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Polarization of Conditional Rényi Entropy (Cont.)

Polarization of BSC(0.2) with Renyi conditional entropies

a=0.1
=0.5
=1, Shannon
—_=2
a=10
——a=100
== =Hg (XIY) i
- = =Hys(XIY)
== =H,(X]Y)
- - =H,(X]Y)
H(XIY)
- = =H__ (XIY)

100(

1 1 1 1 1
44 a8 52 56 60 64

Reordered channel index
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© Polarization of Conditional Rényi Entropy

@ Proof and Discussion
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Lemma (Basic polar transformation)

For o > 0, we have

Ha(U2|Y1 Y2U1) S min{Ha(X1|Y1), Ha(Xg‘Yg)}.
Ha (U1 Y1Y2) > max{Ha(X1| Y1), Ha(X2|Y2)},

Ha(U1U2|Y1 Yz) =S Ha(U1|Y1 Yz) + Ha(Uzlyl Y2U1).
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Proof (Co

Define a random walk {B,; n > 0} in
the infinite binary tree

Wi = Wooo
w® =W .

Wi = Woor

;

Wi =wo

@ The random walk starts at the
root node with By = (0, 1), and
moves to one of the two child
nodes in the next level with
equal probability at each integer W =
time. Wi

W = Wowe
) = Wo :
W = Won

W = Wieo
W =W
W = Wio

—— o
=
::

Wi = Wi

;

W& = win

o If B, = (n,i), Byt1 equals
(n+1,2i—1) or (n+ 1,2i) with Figure: The tree process for the recursive
probability 1/2 each. channel construction [Arikan'09].
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Proof (Cont.)

e Denote H(0,1) = Ho(X]Y) and H(n, i) = H, (U] Y¥2" U1 for n > 1,
i=[2"], and define a random process {H,; n > 0} with H, = H(B,).

e The random process {Hp; n > 0} is a martingale due to the chain rule
equality of (12), i.e.,

E[Hn11|Bo, Bi, ..., Ba] = Ha.
e Since {H,; n > 0} is a uniformly integrable martingale, it converges a.e.
to an RV Hy such that E[|H, — Hx|] = 0. Then we have

E[|Hn — Hp+1]] — 0. (13)
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Proof (Cont.)

e Note that
E[|Hn = Hpyal]
_ %(E[|HQ(U"| YR gLy g Ry 22y
FE[|Ha(U|YA2", UY1) — H, (U2 YR U1:2i—1)|]>‘
Thus, (13) forces the inequalities in (10) and (11) to hold with equalities.

e We can then show that in this case, H,(U'|Y}2", UY~1) tends to either
Oorlasn— oo.

e The convergence result together with the chain rule equality of (12)
imply that the fraction of {i: H(n,i) € (1 — J,1]} goes to Hy(X]Y) as
n — Q.
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Discussion

e Under Rényi entropies of different orders, the same synthetic
sub-channel may exhibit opposite extremal states.

e Intuitively, if a synthetic sub-channel is totally deterministic or uniform,
its Rényi entropies of different orders should be the same.

e A paradox?
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An Example

olet|Y =2N&2 M.

e Consider such a Px y: % of probability pairs (PX’y(O,y), PX’y(l,y)) are
completely deterministic with accumulated probability %,

e Without loss of generality, assume Px yv(0,y;) = #&; and Px y(1,y;)) =0
for i € A, where A C [2"] is the set of deterministic pairs.

e The rest L 1 fraction of probability pairs are completely uniform, i.e.,
Px,v(0, _yl)_ Px.v(1,y1) = % for i € AC.

M. Zheng (ICL) On the Polarization of Rényi Entropy 8 May, 2019 43 /57



An Example (Cont.)

e Then
a (N=1)L o
1 ZieA(NLM) +21° ZIEAC(NM(L )1))
Ha(XlY):l_alog (N=D)L \qo
ZiEA(NM) + ZIE.AC(NM(L 1))
aM(L=1); (N-1)L \q
1 T +21 (L )(I\SM(L—)I))
1 _a % M(L—1), (N-1)L

) + =1 (w2
1 (L—1)* 42l ¢(N—1)®
(L—1)> T4 (N=1)
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An Example (Cont.)

e For a considered o« = g > 1, let

ag—0.5/g

L-1=2"YN—-1) 20T

e Then we have

_05
L og 21720 [(N = 1) %0 + (N — 1)2]

Hoo(XY) = - - .
@ 21*0‘0(N—1) 0 20 4 (N — 1)@

e |t is clear that as N — oo, (Nil)oos =(N- 1)0~5/ao S 00.

(N_l)ao ag
o Thus Hay(X|Y) — 1.
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An Example (Cont.)

e Now let o/ = ap + 1. From (14) we have

a(Z)—OAS
1 27%0(N—1) @0~ 4 2% (N — 1) !
Hor(XIY) = —ag log o2 05 :
2-(N—1) @1 + (N— 1)+l
(N_]_)a0+1 30.5
e In this case, as N — 00, ——25—— = (N — 1) —=0.
(Nq)ﬁ

e Thus Hy(X]Y) — 0.
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An Example (Cont.)

(X]Y)

05

a

He

4 8 16 32 64 128 256 512

Figure: Conditional Rényi entropies of different .
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e Possible Applications in Cryptography
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Secure Coding Schemes

e Weak security scheme (requires ° Slt_rltl?”g security scheme (requires
LI(Z¥N; M) — 0): (2" M) — 0):
— Secret information bit positions — Secret information bit positions
chosen from chosen from
N (N) (N)
xw\ qu; LxyNHyz

where
le = {ie [N : HUIY*N UMty < 6p)
Hyy = {i€ [N : H(UIZ5N, U471) > 1— oy}

£ = {i€ N : H(U|ZEY, UMY) < oy}
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Secure Coding Schemes (Cont.)

e A more general definition of secrecy: e-secrecy with respect to Hy(+|-)
[lwamoto-Shikata'13]

Ho(M) — Hay(M|C) < €

e Can we design a polar code that satisfies this condition?
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Randomness Extraction

e Source polarization:

Let XXV =X, ..., XV be i.i.d. Bern(p), N=2", and U*N = XENGy,.
Then, for any € € (0, 1),

IS N HUIUS ) 21 Hip)

e Using polarization to do randomness extraction was discussed in
[Abbe'11].

e Secret-key generation is an application [Chou et al'15].

M. Zheng (ICL) On the Polarization of Rényi Entropy 8 May, 2019 51/57



© Open Problems
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Open Problems

e No chain rule equality or inequality
e The polarization rate of Rényi entropy?
e How to determine the overall Rényi divergence?

e What about other types of conditional Rényi entropy?
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of BSC(0.2) of BSC(0.2)
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Figure: Polarization of different types of conditional Rényi entropies.
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